Abstract
Introduction
Computer worms have recently emerged as one of the most imminent and effective threats against information confidentiality, integrity and service availability. Internet worms have repeatedly revealed the susceptibility of Internet hosts to malicious intrusions by compromising millions of vulnerable hosts at an extremely fast pace [1] - [3] . Some recent studies (see for example [3] ) have shown that antiworms (also referred to as good worms) can serve as an effective counterattack tool by spreading disinfection and immunization information in the same way as malicious worms. The anti-worms can hence be employed to dissem- * This material is based upon work supported by the National Science Foundation under NSF CyberTrust Grant No. 0430436. Any opinions, findings, and conclusions or recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the National Science Foundation.
inate security-critical information at a very fast pace.
An accurate propagation model is instrumental to understand the automated spread of a worm [1] - [3] . Worm propagation models also facilitate the design of real-time detection strategies. The battery-constrained, time-critical and military-oriented natures of many sensor networks necessitate a robust security framework. Design of secure sensor networks should therefore consider real-time monitoring, detection and mitigation of malicious worms 1 . Further, good worms can efficiently disseminate security-critical information to the nodes in a sensor network. An accurate model is necessary to characterize and evaluate propagation of worms over sensor networks. In this paper, we analytically derive a novel and accurate worm propagation model for wireless sensor networks. The proposed model, referred to as a topologically-aware 2 worm propagation model (TWPM), simultaneously captures the time and space dynamics of worms spreading over a sensor network.
In Section 2, we define worm propagation characteristics that are specific to sensor networks. We parameterize the effects of physical channel conditions, medium access control (MAC) layer contention, network layer routing and transport layer protocol on worm propagation in sensor networks. Section 3 incorporates these parameters in the TWPM which borrows its basic formulation from models of epidemic diseases [5] . The advanced model parameters and the mathematical treatment following the formulation are then developed specifically for sensor networks. The basic model formulation results in a partial differential equation which is solved in the frequency domain to yield a closedform solution for the TWPM. For performance evaluation, in Section 4 we simulate the spread of a worm over a sensor network. The simulated and TWPM-predicted worm propagation dynamics are then compared to evaluate the accuracy of the model. We show that TWPM predicts the worm propagation dynamics very accurately. Section 5 summarizes key conclusions of this paper.
Sensor Network Propagation Parameters and Assumptions
In this section, we define new worm propagation parameters which arise due to the inherent attributes of a sensor network. Further, in this section we also state the assumptions made in this work.
System Description
We consider a network composed of N stationary and identical sensors which are placed on a rectangular (twodimensional) grid. The sensors are equipped with omnidirectional antennas which have a maximum transmission range of r meters. The horizontal and vertical axes are represented by ξ and η, respectively. To simplify analysis, we uniformly (and logically) sample both axes and treat ξ and η as discrete variables. Each discrete (ξ, η) position is referred to as a segment. Let l and h denote the length and height of a segment, respectively. Here, it should be emphasized that this segmentation is only logical with just one constraint: r l × h. Due to this constraint, a sensor in segment (ξ, η) can receive traffic from sensors in segment (ξ, η) or (at maximum) from sensors in neighboring segments of (ξ, η). The neighboring segments of segment (ξ, η) are shown in Figure 1 .
The distribution of sensors on the grid is governed by a two-dimensional, discrete-time random process (ξ, η). Each constituent random variable D (ξ, η) of (ξ, η) describes the number of sensors in the (ξ, η) segment. The random variables of (ξ, η) are assumed to be independent and identically distributed (IID). Thus on-average we have E{D (ξ, η)} = E{D} = average number of nodes per segment.
We assume that the sensors in a segment are distributed (located) uniformly within the boundaries of the segment. Figure 1 outlines that due to the r l × h constraint, sensors on the edges of a segment can communicate with sensor in parts of the neighboring segments. In essence, a sensor in segment (ξ, η) can only communicate with sensors inside the thick broken-line of Figure 1 . For instance, the sensor located at the corner of the (ξ, η) segment can at most send/receive traffic to/from sensors within its transmission range as represented by the circle in Figure 1 . 
Physical Layer Parameters
In order to simultaneously capture distance and fading based attenuations in the wireless medium, we employ a log-normal shadow fading model [6] to define the probability that a transmitted packet is successfully received in a sensor network. Previous studies (see for example [7] and [8] ) have illustrated the efficacy of this channel model in defining ad hoc network topologies. We assume that channel conditions do not change drastically during transmission of a given infectious packet. The conditions can, however, change for different packets.
A packet transmission between two nodes u and v at a distance d (u, v) from each other is successful if the received signal power, p r , is greater than or equal to a certain threshold power p r,th . In other words, given a receiver sensitivity, p r ≥ p r,th , a packet transmission from u to v is successful if the signal attenuation between u and v is constrained as β (u, v) ≤ β th , where the threshold attenuation is β th = 10 log pt pr,th dB. The probability of a successful packet transmission between sensors u and v in the presence of shadow fading can then be expressed as [6] 
MAC Layer Parameters
As opposed to the Internet, worms over sensor networks will face channel contention which should in theory reduce the overall rate of spread. Depending on the node density and MAC layer fairness, the highest achievable probe rate might be significantly lower than the Internet. A similar trend has been observed for Internet worms, where after the initial fast spread phase, worm traffic causes severe congestion at routers and hence the spread rate decreases. Staniford et al. [1] emphasize that future worms will employ better scanning techniques to achieve high virulence. In view of the added constraint of MAC contention, sensor network worms (good or malicious) should be more bandwidth-and contention-aware than Internet worms.
Gupta and Kumar [9] showed that a packet transmission between nodes u and v is successful if:
1. The distance between u and v is not greater than r,
For every other node x simultaneously receiving,
For every other node y simultaneously transmitting,
The above considerations are incorporated in the simulations of subsequent sections. We assume that, to avoid unsuccessful transmissions, the sensors employ a CSMA/CA mechanism with handshaking. Thus, while we account for channel contention, it is assumed that packet transmissions are collision-free. Let there be N (ξ, η) nodes in segment (ξ, η). Then N (ξ, η) ≤ N (ξ, η) nodes can be granted simultaneous channel access in the segment.
Network and Transport Layer Considerations
Most contemporary Internet worms uniformly scan the IP address space, that is, every IP address in the 2 32 IPv4 space has an equal probability of being probed. This results in many "missed scans" due to two reasons: (a) the unused IP address space; (b) many of the uniformly scanned computers are already patched. Staniford et al. [1] discussed strategies that can increase the virulence of an Internet worm. One such strategy that has been effectively employed by many recent worms (e.g., CodeRed v2) is localized scanning. The local scanning worms after compromising a host scan the nearby hosts (e.g., machines in the same subnet) with a higher probability. This strategy has proven to be quite effective since presence of a single vulnerable host implies that with high probability other hosts on the same network will also be vulnerable. This method increases virulence while reducing the outgoing network traffic. Nevertheless, even localized scanning suffers from unused IP address scans.
In the localized scanning context, a sensor network worm has an invaluable resource available to it in the form of its next-hop neighbor list. We assume that neighbor list is maintained at each node. This can be achieved by an ad hoc routing algorithm such as [10] and [11] . An infectious sensor can spread the infection quite effectively by communicating it only to its next-hop neighbors. This strategy, which we refer to as next-hop scanning, will provide effective worm propagation with minimal channel contention delays. It should be emphasized here that despite the negative meaning associated with the term infectious (and consequently the term infected), in this paper infectious/infected sensor refers to a node which has received the worm payload and is actively participating in spreading the payload. Thus, no assumption is made about the intent of the infectious payload. Throughout this paper we assume that the worm employs the next-hop infection strategy. Since the worm under consideration employs (next-hop) information from a host to infect other hosts, we refer to it as a topologically-aware worm [1] .
Recent highly virulent worms 3 are employing datagram communications due to the low protocol overhead and the consequent lower bandwidth consumption. In this paper, we also assume that infections are transmitted using the user datagram protocol (UDP). We assume that the worm cannot determine that a host is already infected. Due to lack of such knowledge and due in part to the use of UDP, a node can receive multiple infectious packets from different transmitters. We assume that a node will be infected when it receives its first infectious packet. An infected node will send the packet to its neighbors only once and all subsequent duplicate packets received by the infected node will be dropped.
Worm Properties
We focus on unknown worms which have also been referred to as zero-day worms and novel worms in previous literature. For the malicious worm case, we assume that high virulence and unknown nature of the present next-hop worm renders immunization ineffective. The unknown/novel payload assumption is obviously true for the good worms. Although recent Internet worms have exhibited probabilistic scanning behavior, the infection process of most known worms is still largely deterministic. This results in constant infection rates as shown in [1] . We also assume a constant infection rate for the next-hop scanning sensor network worm.
The Topologically-Aware Worm Propagation Model
Using the parameters defined in the last section, we now describe the topologically-aware worm propagation model (TWPM).
TWMP Formulation
We focus solely on propagation dynamics of unknown worms and therefore a node can be in one of two possible states: Susceptible or Infected. We emphasize again that the term infected simply refers to a node which has received the worm payload, without any assumption about the (good or bad) intent of the payload. A susceptible node becomes infected as soon as it is contacted by an infectious node. Immediately after getting infected, a node starts spreading the worm. Let the total number of susceptible and infectious nodes in segment (ξ, η) at time t be denoted by S (ξ, t) and I (ξ, t), respectively. Using average statistics, the sum of nodes in both states should be
where E {D} represents the average number of sensor in a segment as defined in (1) . This model is referred to as the classical SI model of epidemic diseases [5] . The rate of change of susceptible population with respect to time can then be expressed as [5] ∂S (ξ, t) ∂t
where 0 < β ≤ 1 represents the constant infection rate. We assume that the total population of initially susceptible nodes is large enough so that during the initial stages of the worm spread, the susceptible population is approximately constant. More specifically, an infectious node can infect βS (ξ, t) susceptible nodes in one unit of time. Thus, I (ξ, t) infectious nodes can create a total of βS (ξ, t) I (ξ, t) new infections in each time unit. However, in accordance with our discussion in Sections 2.2 and 2.3, channel conditions and contention will reduce the virulence of the worm. Specifically, I (ξ, t) infectious nodes will create a total of pβN (ξ, t) I (ξ, t) new infections in each time unit, where p is the probability of successful packet transmission, and N (ξ, η) is the number of nodes in segment (ξ, η) which can receive a packet (despite channel contention) in one time unit; note that N (ξ, η) ≤ E {D} . Let us denote the rate of infectious contacts received from neighboring segments of (ξ, η) as φ, where φ ≤ β since all of the infectious contacts from a neighboring segment are not targeted at segment (ξ, η).
A closer look at Figure 1 shows that if a sensor is located exactly at one of the corners of the (ξ, η) segment, then at maximum it can receive an infectious contact from a node which is at distance r from it (shown by the circle). For instance, at most infected nodes from segment (ξ − 1, η − 1) that are within πr 2 4 area of the corner of (ξ, η) can spread infection to nodes in segment (ξ, η). Since the total area of a segment is l×h and nodes are uniformly distributed inside a segment, a total of φp By similar logic, infected nodes of segment (ξ, η − 1) will transmit φp r h N (ξ, η − 1) I (ξ, η − 1) to the (ξ, η) segment. Infections from the remaining segments can be expressed similarly.
Thus the rate of change in the infectious population is
(5) Now that we have defined the fundamental equations, we focus on obtaining a closed-form solution for the above model. Previous studies of Internet worm epidemics have outlined that the spread is exponential during the initial stages [1] , [2] . We are, therefore, particularly interested in ascertaining the solution for I (ξ, η, t) during initial stages of the worm outbreak. The next section derives the closedform solution.
Closed-Form Solution
The expression for TWPM given in (5) is somewhat convoluted. To simplify this expression, let us rewrite (5) as N (ξ, η) . In order to solve this partial differential equation, we take a two-dimensional DTFT along the ξ and η axes. Using M (ω, θ, t) to denote the DTFT of I (ξ, η, t), we obtain
which can be expressed as
Assuming that the infection starts with a single infectious node (the initial condition), the solution for the above differential equation is [12] M (ω, θ, t) = exp At + Ct (cos (ω) + cos (θ)) +Bt (cos (ω + θ) + cos (ω − θ)) .
(6) The exponent in the above expression is mathematically cumbersome and hence we employ the Taylor series approximation of the cosine function which is given by
6! +· · · . Using the first two terms of the above expansion, an approximation of M (ω, θ, t) can be written as
and the above expression becomes
Taking the inverse DTFT gives Plugging in the values of A, B, C and F renders the final (approximate) closed-form expression as
The above expression gives a closed-form solution for the TWPM model. The first exponential term shows that the initial spread is an exponential function of the infection rate, β, and the channel contention, represented by N (ξ, η), in the current segment. The e φt terms in the first exponent emphasize that the number of infectious contacts, φ, received from neighboring segments further expedite the infection process in the current segment. The second exponent in (7) exponentially decreases with an increase in ξ or η. This result is intuitive since nodes which are spatially far away from the infectious concentration are much less likely to contract infections. Thus, the number of infectious nodes in a segment ξ is a function of its distance from the infectious concentration.
Simulation Results
We developed a simulator which can abstractly simulate worm traffic over a sensor network. Given the total number of nodes, a two-dimensional grid size and a random distribution, the simulator placed the nodes on the grid using the random distribution as the constituent distribution of a two-dimensional IID process. Once transmission range of each node is specified, the simulator calculated the nexthop neighbors using the Euclidean distance measure. The following parameters comprise the input of the simulator:
1. infection rate, β 2. maximum nodes in a segment that can access the channel in a given time unit, N (ξ, η)
3. the threshold attenuation and the path-loss exponent Furthermore, the MAC layer interference considerations discussed in Section 2.3 were incorporated in the simulator. At each time instance, every infected node communicated the infection to β fraction of its neighbors. The receiver node simulated the fading effects by generating a Gaussian random variable. This random variable was generated by performing the Box-Muller transformation [14] on a random variable generated using the R250 simulator [15] - [17] . A transmitted packet was dropped or received at the receiver on the basis of the level of (simulated) channel attenuation. Some of the nodes received multiple infections through different neighbors. The simulator generated worm propagation traces for total number of infected sensors in the grid.
We performed many experiments with varying parameters. It was observed that the model followed the simulation results quite closely. As an example, in Figure 2 we show results from a simulation on a 250 × 250 m 2 grid with N = 25000 sensors. Other parameters are: r = 3m, p = 0.95, α = 2, l = h = 10m, N (ξ, η) = E {D} = 40.
Total number of infected nodes at different time instances is shown for two infection rates, β = φ = 0.2 and β = φ = 0.5 in Figure 2 . The results in Figure 2 are plotted against normalized times of the TWPM-predicted and simulated worm propagations. It can be seen that the TWPM follows the simulation results quite accurately, especially during the initial and the final stages of the infection. Even during the intermediate stages, the TWPM performance is quite close to the simulation results. Thus, we conclude that the TWPM provides an accurate model for worm propagation in a sensor network. Figure 2 also reveals that the TWPM is quite similar to the spread of Internet worms, i.e., an exponential initial spread followed by a linear increase and finally a slow spread. This similarity between the worm spread dynamics over a two sensor network and the Internet can be explained as follows. The exponential initial spread of Internet worms is due to the availability of large numbers of vulnerable hosts. Since we are modeling an unknown (zeroday) worm, even in the sensor network case, the initial size of the susceptible population is quite large which results in a fast initial increase. Similar to the Internet, as time progresses more and more susceptible sensors are infected and therefore the curve assumes a linear increase. The slow final spread in the Internet was attributed to the fact that only few vulnerable hosts remain and it takes more time to search out these vulnerable hosts. The explanation for the slow final spread of sensor networks has precisely the same explanation, that is, in the last stages of the infection almost all sensors are surrounded by neighbors which are already infected thereby resulting in a slow spread.
